1.1 Khai niém Quan ly hoat dong lién tuc

BOI CANH

Rat nhiéu cdng ty, t6 chirc chwa bao gi®& nhan thirc day dd vé nhitng nguy hiém va tén that cé thé xay dén
cho dén khi bién cd, su kién gian doan hoat dong that su xay ra va dan dén tén that.

Cac anh hwédng cla sy gidan doan hoat dong lién tuc dén cdng ty cd thé la: Sy mat mat vé con ngudi, sy
phd hiy cac tai san, cac rac roi kién tung phap ly, sy suy gidm kha ndng cung cap san pham dich vy, su
cham tré khéng dap ¢ng thoi han cac hop dong, du an... — tat ca chi 1a cac vi du nhd vé cac anh huéng,
tén that ma cong ty, td chirc cé thé ganh chiu.

Khoéng ai cé thé dy doan trudc dwoc khi ndo ma su ¢6 hodc viéc gian doan hoat dong s& xay ra. Diéu chic
chan duy nhat |a viéc s ¢6, sy gidn doan hoat dong nay s& xay ra vao mat ltc nao d6 (d6i khi 1 ltc khong
ai ngd dén nhat). Céng ty chi c6 thé chuan bi cho cac su cd, gian doan nay bang cach xay dwng mot hé
théng Quan tri Hoat dong lién tuc - BCMs (Business Continuity Management system) mot cach hiéu qua
va thuce sy dp dung, 16ng ghép cac quy trinh thye thi cia hé thdng nay vao trong qud trinh hoat déng thuc
té€ clia cong ty.

Trwdc nguy co mot bién cé hay su gian doan hoat déng lic nao cling cé thé xay ra vdi T0 CHUC, mot trong
nhitng diéu quan trong nhat chinh 13 viéc xay dung mot boé hudng din bao gom céc théng tin can thiét
lien quan dén viéc trng phd khan cap dé hd tro tat ca can bd nhan vién cong ty thuc hién duoc cac hanh
dong phan &ng kip thoi, phu hop véi chirc ndng nhiém vu cla minh va gitp Cong ty vuot qua dwoc sy cd,
gian doan hoat ddng ma khoéng phai chiu hu qud, thiét hai qua ning né; khéi phuc lai hoat dong mot
cach binh thuong.

Véi dic thi va tdm quan trong clia minh trong viéc két ndi va gilr 6n dinh hé théng thanh toan cling nhw
nén tai chinh ngan hang nuwéc nha, TO CHU'C cang can thiét phai thuc hién cac cdng tac chuan bi dé phong
chdng lai cac su ¢8, thdm hoa, thién tai... va cac bién cd khac gay gidn doan hoat déng lién tuc —thong qua
viéc thiét k&, xay dung, trién khai, van hanh, cai tién lién tuc mét hé thédng Quan tri Hoat déng lién tuc
BCMs mét cach hiéu qua nhat.

Giai thich tir ngir
BCM - Quan ly tinh lién tuc cta hoat ddng (business continuity management)

Quy trinh quan ly t8ng thé dinh danh cdc méi de doa tiém an tdi t6 chirc va tac déng cé thé tdi cac hoat
doéng c6 méi de doa, quy trinh nay cling cung cap mdt khung dé thiét 1ap kha nang khoi phuc té chirc véi
nang luc ing pho hiéu qua gitip bao vé lgiich clia cac bén lién quan quan trong, uy tin, thwong hiéu va cac
hoat déng tao ra gia tri cla t6 chirc

BCP - K& hoach vé tinh lién tuc ctia hoat ddng (business continuity plan)

Céc thd tuc tai lieu hwdng dan cho t6 chirc ing phd, phuc hdi va khdi phuc lai téi mdt mirc d6 hoat déng
duogc xac dinh trudce sau gian doan; bao gdm cac ngudn lyc dich vu va cac hoat ddng can thiét dé dam bao
tinh lién tuc cho cdc chirc nang hoat dong.
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BIA - Phan tich tdc dong hoat dong (business impact analysis)
Qua trinh phan tich cac chirc ndng van hanh va anh huéng khi cé gian doan.
Quan trong (critical)

Su md ta dinh tinh s&r dung dé€ nha&n manh tdm quan trong cta ngudn lwc, quy trinh hodc chirc ndng phai
san sang va hoat dong lién tuc hodc sdn sang va hoat déng trong thoi gian sém nhat sau khi ¢é su ¢,
trwong hop khan cap hodc thdm hoa xay ra.

Gian doan (disruption)

Sy ¢8, dugce dy bao (vi du nhu b3o) hodc khéong duwoc du bdo (nhu mat dién, ddng dat hodc tan céng va
hé théng/co s& ha tang ICT) lam gidn doan cac hoat ddng théng thuding & mot vi tri ndo dé cua té chire

Phuc héi sau tham hoa ICT (ICT disaster recovery)

Kha nang clia cac phan tl ICT trong t6 chirc dé hd tro cac chirc ndng hoat ddng quan trong hoat dong &
mot mirc ¢ thé chap nhan dwoc trong mét khodng thai gian dinh trwdce sau gidn doan.

DRP - K& hoach phuc hdi sau tham hoa (disaster recovery plan)

K& hoach duoc xac dinh rd rang va duogc lap tai liéu dé phuc hoi cac khd nang cla céng ty khi mot gian
doan xay ra.

MBCO - Muc tiéu tinh lién tuc cha hoat ddng t6i thi€u (minimum business continuity objective)

Mtrc t8i thi€u cé thé chap nhan cla cac dich vu va/hodc sdn pham dé t6 chirc dat duwgc muc tiéu hoat
dong khi cé gidn doan.

RPO - Muc tiéu th&i diém phuc héi (recovery point objective)
Thoi diém ma di liéu phai dwoc phuc hdi sau khi gian doan da xay ra.
RTO - Muc tiéu théi gian phuc héi (recovery time objective)

Khoang thoi gian cho phép cac dich vu va/hodc sdn phdm va cac hé théng hd tro, cac ing dung, hodc céc
chirc nang phai duwoc phuc hdi @ mirc ti thiéu sau khi gidn doan xay ra.

Kha nang phuc hoi (resilience): Kha nang chéng lai tdc déng gidn doan cla té chirc.

Hb so quan trong (vital record): H6 so gidy hodc dién tlr can thiét cho viéc duy tri, ddm bao tinh lién tuc
hodc téi thiét 1ap cac hoat dong cua td chirc va bdo vé quyén cla té chirc, déi ngli nhan vién, khach hang
va cac bén lién quan.

Sy ¢6 (Incident): Viéc xay ra nhirng su kién rdi ro, cé thé 13 rGi ro mdi phat sinh, hodc rii ro d3 cé trong
Danh muc rii ro nhwng kém theo cac su kién lam gia tdng kha ndng xay ra hodc mirc d6 anh huédng cau
rdi ro ma trong qua trinh nhan dién va phan tich rdi rd da khong lwong trude duoc
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Cac kha

i niém, thuat ngir

Viét tit | Tiéng Anh Tiéng Viét

BC Business Continuity Hoat dong lién tuc

BCM Business Continuity Management Quan ly Hoat déng lién tuc

BCP Business Continuity Plan K& hoach Hoat ddng lién tuc

BCPC Business Continuity Program Coordinator Diéu phéi vién Chuong trinh Hoat déng lién tuc

BCPD Business Continuity Program Director Gidm déc Chuong trinh Hoat ddng lién tuc

BCPM Business Continuity Program Manager Quan ly Chuong trinh Hoat dong lién tuc

BDI Business Disruption Incident Sy ¢d gidn déng hoat dong lién tuc

BFC Business Function Champion Ngudi dirng dau phu trach mét mang chire nang
clia cong ty

BIA Business Impact Analysis Qua trinh phan tich cdc chirc nang van hanh va
anh huédng khi co gian doan.

EM Emergency management Quan ly tinh trang khan cap

ERM Enterprise Risk Management Hé théng quan ly rdi ro doanh nghiép

ITSRP Information Technology service resumption plan K& hoach khdi phuc dich vu cdng nghé thdng tin

MAO Maximum Acceptabale Outage H4au qua nghiém trong nhat cé thé chap nhan

RTO Recovery Time Objecvitve Thoi gian ma hé théng, hoat déng tré lai binh
thuong

RPO Recovery Point objective

Thoi diém ma dit liéu phai duoc phuc hoi sau khi
gian doan d3 xay ra.
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