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Foreword

ISO(th e Int ernat ional Organizat ion for Standa rd izat ion) is a worldwide federat ion of na tional standards
bodies (ISO member bod ies). The work of preparing Intern at ional Standa rds is normally ca rried out
through ISO tech nical committees . Each member body interested in a subject for wh ich a technica l
committee has been established has th e right to be represented on that committee. Intern ationa l
orga niza tio ns , govern men ta l an d non-governmenta l, in liaison w ith ISO. also take pa r t in th e work.
ISO collaborates close ly wit h the Internat ional Elect rotechn ical Co mmission (IEC) on all matters of
elect rotechnica l standardization.

The procedures used to develop this docum ent a nd those inte nded for it s further mai ntenance are
descr ibed in th e ISO/l Ee Direct ives, Par t Lin par t icular, t he different approval criter ia needed for the
d ifferent ty pes of ISO docum ent s should be noted. This docu ment was drafted in accordance with the
editor ial rules of th e ISO/IEC Direct ives, Par t 2 (see www.iso .org /di rectives).

Attentio n is d rawn to the possibility th at some of th e elements of th is docum ent may be the subject of
patent rig hts . ISO sha ll not be held re sponsible for ide nti fying any or a ll such patent rights. Deta ils of
any patent righ ts identi fied du r ing the developmen t of the docu ment will be in the Int ro duct ion and/o r
on the ISOlist of patent declarat ions received (se e www.iso,orgjpatents).

Any trade name used in this docum ent is info rmat ion given for the convenience of users and does not
const it ute an endorsement.

For an explanat ion of the voluntary nature of s tanda rds, th e mea ning of ISO specific terms a nd
ex pressions related to conformity assess ment, as well as informat ion ab out ISO's adherence to the
World Trade Organ izat ion (WTO) prin ciples in th e Technical Barriers to Trade (TBT) see www.iso,org /
iso/ forewQrd ,html.

This docu ment was prepared by Technical Commit tee ISO/ TC 292, Security and resilience.

This second edit ion cancels and re places the firs t ed it ion (ISO 223 01:2012), which has been techn ically
revised. The mai n cha nges compared with th e previous ed it ion are as follows:

ISO's requirements for management system standa rds, whic h have evolved si nce 2012. have been
applied;

requirements have bee n clari fied, wit h no new re quirements added;

discipline-specific busi ness cont inuity requirements are now al most en ti rely within Clause 8:

Clause 8 has been re-structured to provide a cleare r understa nding of the key requi rem en ts;

a number of discipl ine-sp ectflc busi ness conti nu ity terms have been mod ified to improve clar ity
and to reflect current thinking.

Any feedback or questions on this document should be directe d to the user's na tio na l standa rds body. A
complete list ing of these bodies ca n be found at www,iso,orgj members,ht ml.
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Introduction

0.1 General

This document specifies the st ruc ture and requirements for implementing an d maintaining a bus iness
conti nuity managemen t sys te m ( BeMS) that develops bus iness cont inuity ap propria te to th e amount
an d ty pe of impact that the organization mayor may not accept followi ng a dis rupt ion.

The outcomes of maintaining a BeMS are shaped by the orga nizat ion's legal, regulatory, organizat ional
and indust ry requirements, products and services prov ided. processes employed, size and structure of
th e organiza tion. and the requiremen ts of its interested parties.

A HeMSemphas izes the importance of:

unders tandi ng th e organizatio n's needs an d th e necess ity for establis hing business con ti nuity
policies a nd objec tives;

operat ing and ma int aining processes, capab ilit ies and response st ructures for ens ur ing the
organizatio n will su rvive disrupt ions;

monitor ing a nd reviewi ng the per form a nce an d effectiveness of the BCMS;

con ti nua l improvemen t based on qua litative a nd quantitat ive measures.

A BCMS, like a ny other ma nagement system, includes the following components:

a) a policy;

b) compete nt people wi th de fined responsibilities;

c) management processes relating to:

1) policy:

2) planning;

3) implemen tat ion and operat ion;

4) performance assessment ;

5) managemen t rev iew;

6) cont inual improvement;

d) document ed informat ion support ing ope ra tio na l cont rol and enabling per for man ce evaluati on.

0. 2 Benefit s of a business continuit y manag ement system

The purpose of a HCMS is to prepare for, provide and ma inta in cont rols a nd capabilities for managing
an organization's ove rall ab ility to con t inue to operate dur ing d isr uptions. In achiev ing th is, the
organizat ion is:

a) from a business persp ect ive:

1) supp ort ing its st rategic objec tives;

2) creat ing a com pet itive advantage;

3) protect ing and enh ancing its reputa tio n and credibility;

vi © ISO 2019 - All rights reserved
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4) contr ibuting to or ga nizati ona l resilience;

b) from a fina ncia l perspect ive:

1) red ucing legal and financial expos ure;

2) red uc ing d irect a nd indirect costs of dis rupt ions;

c) from t he persp ect ive of interested pa rties:

1) protecti ng life, property and the environment;

2) consideri ng the expectat ions of interes te d pa rties;

3) prov id ing confide nce in t he organ ization's ab ility to succeed;

d) from a n int ern al processes persp ect ive:

1) improving its ca pability to remain effect ive during d is rupt ion s;

2) de monstrat ing proactive control of r isks effecti vely a nd efficient ly;

3) add ress ing ope ra tio na l vulnera bilit ies.

0.3 Plan-Do-Check-Act (PDCA) cycl e

This docu ment applies th e Plan (establish), Do (im plemen t a nd operat e), Check (mon ito r and review)
and Act (maintai n and impr ove) (PDCA) cycle to implement, maintain and continua lly improve the
ef fectiveness of an orga nizat ion's BCMS.

This ens ures a degree of cons istency wit h oth er mana gemen t systems standards, such as ISO 9001,
ISO 14001, ISO/IEC 20000·1, ISO/I EC 27001 and ISO 28000, thereby supp ort ing consistent a nd
integr ate d implementat ion and operation with re late d ma nagement systems.

In accorda nce with th e PDCA cycle, Clauses 4 to .l.Q. cover the following components.

Clause 4 introduces the re qu ire ments necessary to establish th e context of the BCMS applicab le to
the organ ization, as well as needs, re quirements a nd scope.

Clause 5 summarizes the requi rem ents specific to top man agement 's role in the BC MS, and how
leade rship art icu lates its expec tations to the orga nization via a policy statement.

Clause 6 describes the requi rements for estab lishi ng strateg ic objectives a nd guiding pr inc iples for
th e BC MS as a whole.

Clause 7 supports BCMS operati ons re lated to establishing compe tence a nd commu nicat ion on a
recurring/ as-needed basis with interes ted par t ies, while document ing, cont rolling, maintaini ng
and retain ing req uired documente d informatio n.

Clause 8 defi nes bus iness cont inuity needs, determines how to add ress them a nd develops
pro cedu res to ma nage th e organization du r ing a dis ru pt ion.

Clause 9 summa rizes the requirements necessa ry to measu re business continuity performance,
BCMS conformity with th is docum ent, a nd to conduct ma nagement review.

Clause 10 ide ntifies a nd acts on BeMS nonconformity a nd conti nual improvement th rough
correct ive action.

0.5 Conten ts or this document

This document confor ms to ISO's requiremen ts for man agemen t sys tem standards. These requi rements
include a high level st ructu re, ide ntical core text and com mon te rms wit h core definitions, designe d to
benefit users implementing multip le ISO managemen t system standards.

© ISO 201 9 - All rights re served vii
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This document does not include requi reme nts specific to other management systems, though its
elements can be aligned or integrated with those of other management syste ms.

This document contains re qui rements that ca n be used by an organizat ion to implement a HeMS and to
assess confor mity.An organ izat ion that wishes to demonstrat e conformity to this doc ument can do so by:

making a self-deter minat ion and self-declaration; or

se eking confirmat ion of its conformity by par tie s having an int erest in the or gan izat ion. such as
customers; or

seeking confirmation of its self-declaration by a party exte rn al to the organizat ion; or

se eking cert ification/ regist rat ion of it s HeMS by an exte rna l organization .

Clauses 1 to .3. in th is document set out the scope, normative refer ences a nd term s a nd definitio ns
that apply to the use of th is documen t . Clauses 4 to 1Q conta in th e req uirem en ts to be used to as sess
conformity to th is document .

In this docum en t, t he following verba l for ms are used :

a) "sha ll" indicates a requ iremen t;

b) "should" ind icat es a recommendat ion;

c) "may" indicates a per mission;

d) "ca n" ind icate s a possibilit y or a capab ility.

Infor mat ion marked as "NOT E" is for gu idance in unders ta nd ing or clari fying th e associated
requ iremen t. "Notes to ent ry " used in Clause 3 pr ovide add it ional information th at supplements th e
term inological dat a and ca n contain provis ions re lat ing to th e use of a te rm.

viii © ISO 2019 - All rights reserved
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Security and resilience - Business continuity
management systems - Requirements

1 Scope

This document specifies requ irements to implement . maintain and improve a man agement sys te m to
protect against . reduce the likelihood of the occurrence of, pr epare for, respond to and recover from
disr upt ions when th ey arise .

The requirements speci fied in this document are gener ic and intended to be applicable to all
orga niza tions. or parts thereof, regardless of ty pe, size and nat ure of the orga niza tion. The exte nt of
applicat ion ofthese re quirements depends on the orga niza tion's operati ng envi ronment an d com plexity.

This docu men t is applicable to all ty pes and sizes of organizat ions that :

a) implement, maint ain and improve a BeMS;

b) see k to ens u re confor mity with stated bu siness conti nuity policy;

c) need to be able to continue to deliver products an d services at an accep table predefined capacity
du r ing a d isrupt ion;

d) seek to enhance thei r res ilience th rough th e effect ive app licat ion of th e BCMS.

Th is document ca n be used to assess a n organizat ion's ability to meet its own bus ines s conti nuity needs
and obligat ions.

2 Normative references

The following documen ts a re refer red to in the text in suc h a way that some or all of thei r conte nt
cons t it utes requi rements of this docu ment . For dat ed references, on ly th e ed ition cite d ap plies. For
undated references, the lates t ed ition of the refer enced docum en t (inclu d ing an y am end men ts) applies.

ISO 22300, Security and resilien ce - Vocabulary

3 Terms and definitions

For the pu rposes of this document, the te rms a nd definitions give n in ISO 223 00 and the followi ng apply.

ISOan d IEC maintain ter minologica l databases for use in standardizat ion at the follow ing add resses:

ISOOnline browsing platform: ava ilable at https:/I www,jso ,org!obp

IEC Electropedia : ava ilable at http:// www.electfopedia.org!

NOTE The terms and defin it ions given below supersede those give n in ISO 22300:2018.

3 .1
ac ti vity
se t of one or more tas ks wit h a de fined ou t put

[SOURCE: ISO 22300:2018, 3.1, modified - The defin ition has bee n r eplaced a nd the examp le has been
deleted .]

© ISO 2019- All rightsreserved 1
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3.2
aud it
sys tematic, independent a nd doc umented process (.3...2..6.) for obtaining audit evidence and evalu at ing it
object ively to de termine the extent to which the audit criter ia are fulfilled

Note 1 to entry: An audi t can be an inte rnal audit (first pa rty) or an externa l aud it (second party or third party),
and it ca n be a combined aud it (combi ning two or more disciplines).

Note 2 to entry: An intern al aud it is conducted by the organization (.3..21) itself. or by an externa l party on its behalf.

Note 3 to en t ry: "Audit evidence" and "aud it criteria" are de fined in ISO 19011.

Note 4 to entry: The fundamenta l elemen ts of a n audi t include the determination of the conformity (ll) of an
object according to a procedure carried out by person nel not being responsible for the object au di ted .

Note 5 to entry: An intern al aud it can be for management review and other in ternal purposes and ca n for m the
bas is for an organ iza t ion's decla rat ion of conform ity. Inde pendence ca n be demonst ra ted by th e free do m from
responsibility for the activity (ll) bei ng audited. External audits include second- and third-pa rty aud its. Second
party aud its are conduc te d by part ies having an interest in the organiza t ion, suc h as customers, or by other
perso ns on their behalf. Third-pa rty audits a re conducted by ex te rna l. independent aud iti ng orga nizations, such
as those providing certification/registratio n of confo rmity or government age ncies.

Note 6 to ent ry : Th is constitutes one of the com mon terms and core de finit ions of the high leve l structu re for ISO
ma nagement sys te m sta ndards. The original definition has been modified by ad ding Notes 4 an d 5 to ent ry.

3.3
business continuity
cap ability of an organization (.3...2.l) to contin ue the delivery of products and serv ices (.3....21) within
acceptable t ime frames at prede fined capacity during a disruption (1...l.Q)

[SOURCE: ISO 223 00:2018, 3.24, modified - The definit ion has been replaced.]

3.4
business continuity plan
documented information (.3..11) th at guides an organization (.3...2l) to respond to a disruption (1...l.Q) a nd
resume, recover an d restore the de livery of products and services (.3....2l.) cons istent with its business
continuity (.3..3) objectives (3...2..Q)

[SOURCE: ISO 223 00:2018, 3.27, modified - The definition has bee n re placed a nd Note 1 to ent ry has
been deleted.]

3.5
business impact ana lys is
process (.3.....2..6.) of analysing the impact (1.l3.) over t ime of a disruption (1...l.Q) on the organization (.3...2l)

Note 1 to en t ry: The ou tco me is a s ta te ment and just ificat ion of business continuity {.3....3} requirements (.3...2..B.).

[SOURCE: ISO 22300:2018, 3.29, modi fied - The defin it ion has been re placed and Note 1 to en try has
been added.]

3 .6
competence
ab ility to apply knowledge a nd skills to achieve inten ded resu lts

Note 1 to en try: Th is constitutes one of the com mon terms and core defini t ions of the high leve l struc ture for ISO
ma nagemen t sys tem standards .

3.7
conform ity
fulfilmen t of a requiremen t (3....2.8)

Note 1 to ent ry : Th is constitutes one of the com mon terms and core defi nit ions ofthe high level structure for ISO
ma nagemen t sys te m sta ndards.

2 © ISO 2019 - All rights reserved
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3.8
con ti nua l improvement
recurri ng activity (ll) to enha nce performance (.3.....2..J)

Note 1 to entry: This constitutes one of t he common te rms and core de finit ions of the high level structure for ISO
management system standards.

3.9
corrective action
action to eliminate the cause(s) of a nonco nformity (.3.....19J and to prevent recurrence

Note 1 to entry: Th is constit utes one ofthe common te rms and core definit ions ofthe high level s tructure for ISO
ma nagement system sta nda rds.

3.10
d is r up tion
incident (3..11), whet her anticipated or unan t icipa ted, th at causes an unpl an ned, negative deviatio n fro m
th e expec ted delivery of products and services (.3..21) accordin g to an organization's (.3....2..1) objectives (.3.2..Q)

[SOURCE: ISO 2230 0:2018, 3.70, mod ified - The defin it ion has been replaced.]

3.11
documented in formation
in for mation required t o be cont rolled and mainta ined by an organization (.3..2.l) and t he med ium on
wh ich it is conta ine d

Note 1 to entry: Documented information can be in any format and media, and from any source.

Note 2 to entry: Documented information can refer to:

the management system (3.16), including related processes (3...2..6);

information created in order for the orga nizat ion to operat e (documenta tion);

evidence of results achieved (records).

Note 3 to entry: This constit utes one of the common terms and core definiti ons of the high level structure for ISO
management system sta ndards.

3.12
e ffective ness
extent to wh ich planned activ ities (ll) are reali zed an d plan ned resu lt s ach ieved

Note 1 to entry: This constit utes one of the common terms and core definit ions of the high level structure for ISO
management system sta ndards.

3 .13
impact
ou tcom e of a disruption [3....lQ) affect ing objectives (.3..2.Q.)

[SOURCE: ISO 223 00:2018, 3.107, mod ified - The defini ti on has been re placed.]

3.14
incident
event th at can be, or cou ld lead to, a disr uption (3..1.Q), loss, eme rgency or cr is is

[SOURCE: ISO 223 00:2 018, 3.111, mo di fied - The definition has been replaced.]

© ISO 201 9 - All rightsreserved 3
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3 .1 5
interested party (preferred te r m)
stakeholde r (admitted te rm)
person or organization (.3...2.1) t hat can af fect . be affec ted by.or perceive itsel f to be affected by a decision
or activity (ll)

EXAMPLE Customers, owners, personnel. pro viders, bankers, regulators, un ions . partners or society that
can include competitors or op posing pressure groups .

Note 1 to ent ry: Adecisio n maker can be an interested par ty.

Note 2 to ent ry: Impacted comm unities and loca l po pulations are considered to be in terested pa rties.

Note 3 to entry: This cons titutes one of the com mon te rms a nd core definitions of the high level s t ructure for
ISO management system sta nda rds . The original definition ha s been modifi ed by addi ng an example a nd Notes 1
and 2 to ent ry.

3 .16
management sys tem
set o f inter r elated o r interacti ng e lements of a n organization (.J.2.l) to establis h policies (3..2..4) a nd
objectives (3..2..0:) a nd processes (3..2b) t o ach ieve those ob ject ive s

Note 1 to ent ry: A management sys te m can address a single discipline or several discipl ines.

Note 2 to entry : The system elemen ts include th e organization's st ructure, ro les a nd responsibilities, planni ng
and ope ration.

Note 3 to entry: The scope of a management system ca n include the whole of the organization, spec ific and
identified funct ions of th e organization , specific and ident ified sec tions of the organization, or one or more
func t ions across a group of organ iza tions.

Note 4 to ent ry : Th is constitutes one of th e common terms and core defi nitions of the high leve l structure for ISO
ma nagemen t system standards .

3.17
measurement
process (3..2b) t o determ in e a value

Note 1 to entry: This constitutes one ofthe common terms and core defi ni t ions ofthe high level struc ture for ISO
ma nagement sys tem standards.

3.18
m onitoring
dete rm ini ng th e status o f a system, a process (.3...2..6) o r a n activity (ll)

Note 1 to en t ry: To de termi ne t he s tatus, there ca n be a need to check, supervise or critically obse rve.

Not e 2 to ent ry: This constitut es one of the com mon terms and core de finit ions of th e high leve l s t ructu re for ISO
ma nagement system sta ndards .

3.19
nonconformity
non -fu lfilment of a requirement (.3..2..8)

Note 1 to ent ry : Th is constitutes one ofthe com mon terms and core defin it ions of the high leve l struc ture for ISO
ma nagement system standards.

3.20
objecti ve
res ul t t o be ach ieved

Note 1 to en t ry : An objective can be st ra tegi c, tactical, or operational .

4 © ISO 2019 - All rights res erved
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Note 2 to entry: Objectives can rela te to di fferent disciplines (such as fina ncial, health an d safety, and
envi ron mental goa ls) and can apply at differen t levels (su ch as strategic, organization-wide, project, product a nd
process (3.2.6)).

Note 3 to entry: An objective can be expressed in ot her ways, e.g. as an intended outcome, a purpose, an
operational cr iterion, as a business continuity (J....3.) objective, or by the use of other words with similar meaning
(e.g. aim, goal , or target ).

Note 4 to ent ry: In the contex t of business cont inu ity management systems (.3..16.), bus iness con t inuity objectives
are se t by t he organization (3...2.l), consiste nt wi th the busi ness cont inui ty policy C3..z~). to ac hieve spec ific results.

Note 5 to entry: Th is con st itu tes one of the common term s and core defi nit ions of the high level s tructure for ISO
ma nagement system sta nda rds.

3.21
organization
per son o r g roup o f people that ha s its own fu nctio ns w it h responsibili t ies, a ut ho rit ies a nd r elat ion sh ip s
to ach ieve it s object ives (.3..2..Q)

Note 1 to ent ry: The concept of organ iza tion includes, but is not limited to, sole-trader, company, corpo ra t ion, firm ,
enterprise, auth ority, partners hip, charity or ins t itution, or pa rt or combination the reof, whet her incorporated
or not, publi c or private.

Note 2 to en try: For organizations wi th more than one operating unit, a single operating unit can be defined as an
orga nizat ion.

Note 3 to entry: This constitutes one of the common te rms and core de finit ions of the hig h level s tructure for ISO
ma nagement system sta nda rds. The original definition has been modified by add ing Note 2 to ent ry.

3.22
outsource
ma ke a n a r ra ngement w here a n externa l organization (3...2.1) performs part o f a n o rg an izat ion's fu ncti on
o r process (3..2.Q)

Note 1 to en t ry : An ex te rna l organizat ion is outside the scope of the management system (.3...l6.), although the
outsourced funct ion or process is within the scope.

Note 2 to entry: This constitutes one of th e comm on terms and core defin iti ons ofthe hig h level s tructure for ISO
ma nagement sys tem sta nda rd s.

3.23
performance
mea s urab le res ult

Note 1 to entry: Performance can relat e eit her to quant itat ive or qualitative findings.

Note 2 to entry: Perform ance can rel ate to managing activit ies (ll), processes (.3...Z1i), prod ucts (includ ing
services), systems or organizations (lll).

Note 3 to entry: This constitutes one of th e common te rms an d core defin iti ons of the hig h level s tructure for ISO
ma nagement system sta nda rds.

3.24
policy
intentio ns a nd d ir ect ion o f a n organiza tion (.3...2.l), a s forma lly exp ressed by it s top management (.3....3l)

Note 1 to entry: This constitutes one of the common te rms and core de finit ions of the hig h level s tructure for ISO
ma nagement system sta nda rds.
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3 .25
prioritized activity
activity (ll) to wh ich urgency is given in order to avoid unacceptable imp acts (1..l.3.) to th e business
durin g a disruption (3...l.Q)

[SOURCE: ISO 22300:2018. 3.176. modified - The definition has been replaced and Note 1 to entry has
been delet ed.]

3.26
process
set of interrelate d or interact ing activities (ll) which t ra nsfor ms inputs into output s

Note 1 to en t ry: This constitutes one of the common te rms and core de fini t ions of t he h igh level str ucture for ISO
ma nagemen t sys tem standards .

3.27
product a nd se rvice
out put or outcome provided by a n organization (.3...2l) to interested parties (.3...1S.)

EXAM PLE Manufactur ed items, car insurance, com munity nursing.

[SOURCE: ISO 22300 :2018, 3.181, modified - The term "product a nd se rvice" has replaced "product or
service" and th e definition has been replaced.]

3 .28
re quiremen t
need or expect at ion that is s tate d, genera lly implied or obligatory

Note 1 to entry: "Generally imp lied" means that it is custom or com mon pract ice for the organization (.3...2..1) a nd
interested parties (.3...1.S.) t hat the need or expectation under cons ideration is implied.

Note 2 to en t ry: Aspeci fied requirement is one t hat is s tated, e.g. in documented information (.3..ll).

Note 3 to ent ry : Th is constitutes one of the common terms and core de finit ions of t he high level s tructu re for ISO
ma nagement sys te m sta ndards.

3.29
r esource
all ass ets (includi ng plan t and equipment), people, skills, technology, premises, and supplies a nd
informat ion (wheth er electronic or not) that a n organization (ill) has to have available to use, when
needed, in orde r to operate and meet its objective (.3....Z..Q)

[SO URCE: ISO 22300:2018, 3.193, mod ified - The definit ion has been re placed.]

3 .30
r isk
effect of uncerta inty on objectives (J2Q)

Note 1 to en t ry: An effect is a deviat ion fro m th e ex pec ted - pos it ive or negat ive.

Note 2 to ent ry: Unce r tainty is t he state , eve n par t ial, of deficiency of infor mat ion re lated to, unde rs ta nding or
know ledge of, an event, its conseq uence, or likelihood.

Note 3 to entry: Risk is often charac terized by reference to potential "events " (as defi ned in [SO Guide 73) a nd
"consequen ces" (as defined in ISO Guide 73), or a combina tion of t hese.

Note 4 to ent ry : Risk is often expressed in terms of a combination of the conseq uences of an event (includ ing
changes in ci rcumstan ces) a nd the associa ted likelihood (as defined in ISO Guide 73) of occurrence.

Note 5 to en t ry : This const itu tes one oft he common terms and core defi nit ions ofthe h igh leve l str uctu re for ISO
ma nagemen t system standards. The defini t ion has been modifie d to add "on obje ct ives" to be consistent w ith
ISO 3100 0.
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3.31
top management
person or group of people who directs and controls an organization (.3....Z..1) at the highest level

Note 1 to ent ry: Top ma nagement has the power to de legate authority and provide resources (.3.•.22) w ith in the
organization.

Note 2 to entry: If the sco pe of the management system (3...1.6) covers only par t of an organ ization, then top
management refers to those who di rect an d control that part of the orga niza tion.

Note 3 to ent ry : This cons ti tutes one oft he common te rms and core de fin it ions ofthe high level s truct ure for ISO
ma nagement system sta nda rds .

4 Context of the organization

4.1 Understanding the organization and its context

The organizat ion sha ll determine external and int ern al issues tha t a re releva nt to its pur pose and that
affect its ability to achieve the intended outcome(s) of its BCMS.

NOTE These issues will be influenced by the organization's overall objectives, its products and services and
the amount and type of risk that it may or may not take.

4.2 Understanding the needs a nd expectat ions of interested parties

4.2.1 Gene ra l

When establishing its BCMS, th e organizat ion sha ll de term ine:

a) the interested pa rties th at a re relevant to the HCMS;

b) the relevan t requirements of these inter ested par t ies.

4 .2 .2 l egal a nd regu la to ry requirements

The organ izat ion shall:

a) implemen t a nd ma intai n a process to identify, have access to, a nd assess the applicable legal a nd
regulator y requi remen ts re lated to the cont inuity of its products and se rvices. activit ies a nd
resources;

b) ensure th at these applicable legal, regu latory and ot her requireme nts are taken into account in
implement ing a nd maintain ing its BCMS;

c) docum en t this informat ion and kee p it up to date.

4.3 Determining the scope of the busines s cont inuity management system

4.3.1 Genera l

The orga nization shall determine the bounda r ies and applicability of the BCMS to estab lish it s scope.

When determi ning this scope, the organizatio n shall cons ider:

a) the externa l and intern al issu es referred to in ti;

b) the requirements refer red to in U

c) its mission, goa ls, a nd intern al and external obligat ions .
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The scope shall be available as documented information.

4.3.2 Scope of the bu siness continuity ma nagement system

The organization shall:

a) establish the parts of th e organ izatio n to be included in the BCMS, ta king into acco unt it s Jocat ion(s).
s ize, natu re an d complexity ;

b) identi fy produc ts a nd services to be included in the BCMS.

When defini ng the scope, t he organ izat ion shal l document an d explain exclusio ns. They sha ll not affect
t he organizat ion's ability a nd responsibility to provide business cont inu ity, as determined by the
bu siness impact analysis or risk assessmen t and applicable legal or regulatory requirements.

4.4 Business continuity management system

The orga nizat ion sha ll establish, implemen t, mainta in and conti nua lly imp rove a BCMS, including the
processes needed and thei r interactions, in accorda nce with the re qui rements of t his document.

5 Leadership

5.1 Leadership and commitment

Top man agemen t sha ll demonst rat e leaders hip a nd commitment wit h respe ct to the BCMS by:

a) ens uring th at t he business cont inuity policy a nd business conti nuity object ives are established a nd
are compa t ible with the st rategic d irect ion of th e organ ization;

b) ens ur ing th e integra tion of the BCMS re quirements into th e organizat ion's business processes;

c) ens uring that the resources needed for the BCMS a re available;

d) communi cat ing the importa nce of effect ive business continuity a nd of con for ming to the BCMS
requiremen ts;

e) ens uring that the BCMS achieves its intended outcome(s);

f) d irect ing and suppor t ing persons to contribute to the effect iveness of the Be MS;

g) pro moting con t inual improvement ;

h) suppor ting ot her relevant manager ial roles to de monst rate their leade r ship and commitm en t as it
applies to thei r areas of resp onsibility.

NOTE Reference to "business" in this document can be interpreted bro adly to mean those activities that are
core to the purp oses of the organizati on's exis tence.

5.2 Policy

5.2.1 Establishing th e business co n tinu ity policy

Top man agement sha ll establish a business cont inuity policy that:

a) is ap propr iate to the pu rpose of the org anization;

b) prov ides a fram ework for sett ing business continu ity object ives;

c) includes a com mitment to satis fy applicable requirements;
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d) includes a commitme nt to cont inual improvement of the BCMS.

5.2.2 Communica ting th e business continuity policy

The business cont inuity policy shall:

a) be ava ilable as docum ented informati on;

b) be com municated wit hin the orga nizat ion;

c) be availab le to inte re sted par tie s, as appropriate.

5.3 Roles, responsibilities and authorities

Top management sha ll ensure th at t he respons ibilit ies and aut hor it ies for relevant ro les a re ass igned
and communicated within the orga nization.

Top managemen t shall assign the responsibilit y and authority for:

a) ensuri ng th at t he BCMS conforms to the requirements of th is docum ent;

b) repor t ing on th e per for mance of the BCMSto top management.

6 Planning

6.1 Actions to add re ss risks a nd opportunities

6.1.1 Determining ri sks a nd opportunities

When pla nn ing for th e BCMS, t he orga nizat ion shall cons ider t he issues referred to in .4..l a nd th e
requirements referred to in 12 a nd deter min e th e risks and opportuniti es that need to be addressed to:

a) give assu rance th at t he BCMS can achieve it s intende d outcome(s);

b) preven t, or reduce, undes ired effec ts;

c) achieve conti nual improvement.

6.1.2 Addressing ri sks a nd opportuniti es

The organization shall plan :

a) actions to ad dress t hese risks a nd opport un ities;

b) how to :

1) integra te a nd implemen t th e act ions int o it s BCMS pro cesses (see .B....l);

2) eva luate t he effecti veness of th ese act ions (see .9..l).

NOTE Risks and opportunities relate to the effectiveness of the management system. Risks related to
disrupt ion ofthe business are addressed in .8...2..

6.2 Business continuity objectives and planning to achieve them

6.2.1 Establishing business co nt in uity obje ctives

The orga nizati on shall es tablish business conti nuity object ives at re levant functions a nd levels.
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The business continuity objectives shall:

a) be consis tent wi th the business conti nu ity policy;

b) be measurab le (i f practicable);

c) take into account applicable requirements (see 1.1and 1.2);

d) be mon ito red ;

e) be communicated;

f) be updated as appropr iate.

The organiza tion shall reta in documented info rma tion on the business con t inuity object ives.

6 .2 .2 Determin ing busi ness continuity objectives

When pla nning how to achieve its bu siness continu ity object ives, the organ ization shall de termine:

a) what will be done;

b) what resour ces w ill be required;

c) who w ill be res pons ible;

d) when it will be completed;

e) how the res ults w ill be evaluated.

6.3 Planning changes to th e business cont inuity managemen t system

When th e or gan izat ion determines the need for cha nges to the BCMS, including those ide nti fied in
Clause 10, the changes sha ll be carried out in a planned manner.

The orga niza tio n sha ll cons ide r:

a) th e purpose of th e cha nges a nd the ir potent ial consequences;

b) th e integ r ity of the BCMS;

c) th e ava ilability of resources;

d) the allocat ion or rea llocation of res pons ibilities a nd aut hor ities .

7 Support

7.1 Resou rces

The organ izat ion shall determ ine a nd provide th e resources needed for th e establishment ,
implementat ion, maintena nce and continua l improvement of the BCMS,

7.2 Compete nce

The orga niza tio n sh all:

a) determine the necessary comp etence of person(s) do ing work under its cont rol tha t affects its
busi ness conti nuity performance;

b) ens ure th at these persons are compe tent on the basis of appropr iate education, tra ining, or
ex pe r ience;
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c) where applicable, take actions to acquire the necessary compete nce, and evaluate the effec tiveness
of the act ions taken;

d) reta in appropriate documented information as evidence of compe tence.

NOTE Applicable actions can include, for example, the provision of tra ining to, the mentor ing of, or the reo
assignment of currently employe d persons; or the hir ing or cont racti ng of competent persons.

7.3 Awareness

Persons doing work under the organization's cont ro l shall be aware of:

a) the business continu ity policy;

b) the ir contribut ion to th e effectiveness of the BCMS, includi ng t he benefit s of improved business
cont inuity performance;

c) th e implicat ions of not confor ming wit h the BCMS requ ire ments;

d) th eir ow n role a nd respons ibilities before, dur ing and after disrupt ions .

7.4 Communicat ion

The orga nization shall dete rmine the internal a nd ext ern a l commu nicat ions re leva nt to the BCMS,
includin g:

a) on wha t it will communicate;

b) when to communicate;

c) wit h whom to comm unica te;

d) how to communicate;

e) wh o will communicate.

7.5 Documented information

7.5.1 Genera l

The organization's BCMS sha ll include:

a) documented infor mation required by this docum en t;

b) docu mented informat ion de ter mined by the orga nizat ion as be ing necessary for the effectiveness
of the BC MS.

NOTE The extent of documented information for a BCMS can differ from one organization to another due to:

the size of organ ization and its type ofactivities, processes, products a nd services, and resources;

the complexity of processes and their interactions;

the compete nce of persons .

7.5.2 Creating a nd updating

When creat ing and updat ing docum ented information the organiza tio n sha ll ens ure ap propr iate:

a) iden ti fication and descr ipt ion (e.g. a t itle, dat e, au th or, or reference numb er);

b) format (e.g. language, so ftware version, graphics) a nd med ia (e.g. paper, electronic);
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c) review a nd app rova l for suitability and adequacy.

7.5 .3 Co nt rol of documented informatio n

7.5. 3.1 Documen ted information required by the BeMS and by this documen t shall be controlled to
ensure :

a) it is ava ilab le a nd suitable for use, where a nd when it is needed;

b) it is adequa tely protec ted (e.g. from loss of confident iality, impr oper use, or loss of in tegr ity).

7.5. 3.2 For the control of docu mente d infor matio n, the orga nization shall add ress the following
act ivities. as applicable:

a) d istr ibut ion, access, ret rieval and use;

b) storage an d preservation. includi ng preservat ion of legibility;

c) control of changes (e.g. version contr ol);

d) retent ion and disposit ion.

Documented informat ion of exte rn al or igin de termined by the organ ization to be necessa ry for the
pla nnin g and operat ion of th e BCMS sha ll be identified, as ap propr iate, and co nt rolled.

NOTE Access ca n imply a decision regard ing the permission to view the documented informat ion only, or
the permissio n an d authority to view an d cha nge t he documented information.

B Operation

8. 1 Operation al planning a nd control

The organ ization sha ll pla n. implement and control the pr ocesses needed to meet re quire ments , and to
implement the act ions determined in .6...L by:

a) establish ing cri te ria for the processes;

b) implemen t ing control of the processes in accordance wit h the cri teria ;

c) keeping doc umente d infor mation to the extent necessa ry to have con fidence that the processes
have been carried out as planned.

The orga nizat ion sha ll cont rol planned changes and rev iew the consequences of unintended cha nges ,
t ak ing action to mit iga te any adve rse effects, as necessa ry.

The orga niza tio n sha ll ensu re tha t ou tsourced processes and the supply cha in are cont rolled.

8.2 Business impact a nalysis and risk assessment

8 .2.1 Gene ra l

The orga niza tio n shall:

a) implement an d mai nta in sys tematic pro cesses for ana lysing the business impact an d assess ing the
risks of d isrupt ion;

b) review the business impact ana lysis and risk assessment at planned interva ls and when the re are
s ignificant cha nges within th e organizat ion or th e context in which it opera tes.

NOTE The organiza tion determines th e order in which th e business impact analysis a nd risk assessment are
cond ucted .

12 © ISO 2019 - All rights res erved



BS EN ISO 22301 :20 19
ISO 22 301:2019[E)

8 .2.2 Business impact analysis

The organ izat ion sha ll use t he pro cess for analysing bus iness impacts to determine business continuity
priorities and requ irements. The process shall:

a) define the impact types and criteria relevant to the organization's context;

b) ide ntify th e activities t hat su pport th e provision of pro duct s an d se rvices;

c) use the impact types and cri te ria for assessing the impacts over t ime resulting fro m the disrupt ion
of t hese act ivities;

d) identi fy t he time fram e with in which th e impacts of not resuming activit ies would become
unacceptable to th e organizat ion;

NOTE 1 This time frame can be referred to as the "maximum tolerable period of disruption (MTPD)".

e) se t pr ior it ized t ime fram es with in th e t ime iden tifi ed in d) for resumin g d isru pted activit ies at a
spe cified minimum acceptable capacity;

NOTE2 This time frame can be referred to as the "recovery time objective (RTO)".

f) use th is analysis to ide nti fy prior it ized act ivit ies;

g) dete rmine wh ich resources are needed to support pr ior it ized act ivit ies;

h) determine the de pendencies, including pa rtne rs a nd suppliers, and int erdependencies of pr iori tized
activ ities.

8.2 .3 Risk assessment

The or gan izat ion shall implement a nd maintain a risk assessmen t process.

NOTE The process for risk assessment is addresse d in ISO31000.

The organization shall:

a) ident ify the r isks of d isr upt ion to the orga niza tion's pr ior it ized acti vit ies and to their required
resources;

b) analyse a nd eva luate the identi fied r isks;

c) det ermine wh ich risks requ ire t reat ment.

NOTE Risks in this subclause relate to the disruptio n of business activities. Risks and opportunities related
to the effectiveness of the management system are addressed in .6...1.

8.3 Business continuity strategies a nd solutions

8.3 .1 General

Based on the outputs fro m the business impact a na lys is and risk a ssessment, th e orga nizatio n sha ll
identi fy and se lect bus iness conti nui ty strateg ies that conside r opt ions for before. du r ing and after
d isruption. The bus iness cont inu ity st rategies sha ll be comprised of one or more solutions.

8.3.2 Identification of s trategies a nd solutions

Identification sha ll be based on the extent to which strateg ies and solutio ns:

a) meet the requirements to continue and recover pr ior it ized activities withi n th e ide nti fied
ti me frames a nd ag reed capaci ty;
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b) protect t he organ izati on's pr ior it ized act ivities;

c) reduce t he likeliho od of di s rupt ion;

d) shor te n t he per iod of d isr upti on;

e) limit t he impact of disru ptio n on t he orga nizat ion's products a nd serv ices;

f) provid e for th e ava ilability of adequate resou rces.

8.3.3 Selection of strategies and solutions

Selec t ion shall be based on the exte nt to w hich s t rategies and solut ions:

a) meet t he requi rements to conti nue and re cover priori ti zed activiti es within t he ident ified
t ime fram es and ag reed capacity ;

b) cons ider t he amount and ty pe of risk t he organizatio n may or may not take;

c) consider associated cost s and benefits.

8.3.4 Resource requi rements

The organization sha ll determine the resource require ments to implement t he selected bus iness
con ti nuit y solutions . Th e types of resources cons idered shall include, but not be limited to:

a) people;

b) informat ion and data;

c) physical inf rast ructu re such as buildin gs, workplaces or ot her faci liti es and as sociated ut ilities;

d) equipment an d consumabIes;

e) informat ion and commu nicat ion te chnology [K'T ] sys tems ;

f) t ransportation a nd logist ics;

g) finance;

h) par t ners and suppliers.

8 .3.5 Imple me nta ti o n of solutions

The organ izat ion sha ll implement and ma intain se lected busi ness cont inuity solut ions so they can be
act ivated w hen needed.

8.4 Business continui ty pla ns and p rocedures

8.4.1 General

The orga nizat ion shall implemen t and maintain a re sponse s t ruct ure t hat w ill en able t imely warni ng
and communicat ion to relevant interested pa rt ies . It sha ll provide plan s and pro cedures to manage the
orga nization dur ing a d is ruption. The pla ns and proc edures shall be used when requi red to acti vate
business conti nuity solut ions.

NOTE There are d ifferen t types of procedu res th at comprise business continu ity plan s.

The orga n izat ion shall iden tify and docum ent busi ness cont inu ity plans a nd procedu res based on the
ou t pu t of th e selecte d strategies and solut ions .
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The procedures shall:

a) be specific rega rd ing the immed iate steps that are to be ta ken duri ng a d isruption;

b) be flexible to re spond to the changing intern al a nd external cond it ions of a dis rupt ion;

c) focus on the impa ct of incidents that poten t ially lead to d isrupt ion ;

d) be effective in minimi zing th e impact through the implemen ta tio n of app ropriate solutio ns;

e) assig n roles and resp onsibilities for task s within th em.

8.4.2 Response st ruc ture

8.4.2.1 The orga nizat ion shall imple ment and maintain a structure, ide ntifyi ng one or more teams
responsible for responding to disrupti ons.

8 .4.2.2 The roles and respons ibilities of each team and the relation sh ips between the team s shall be
clearly stated.

8 .4.2.3 Collectively. the teams sha ll be competent to:

a) assess the nature and extent of a d isruption and it s potent ia l impact;

b) as sess the impact aga inst pre-defin ed thresholds that just ify initiat ion of a for mal response;

c) act ivate an appropr iate busi nes s cont inu ity re sponse;

d) plan actions th at need to be undertaken;

e) establish pr ior it ies (us ing life safety as the fir st pr ior ity) ;

f) monitor the effects of the d isru pt ion and the orga nization's respon se;

g) activate th e business cont inu ity solutio ns;

h) commu nicate with relevant interested parties, au thor it ies and the med ia.

8 .4.2.4 For each tea m there shall be:

a) identified pe rso nnel a nd their a lternates wit h the nece ssary responsibility, author ity a nd
compe tence to perform the ir desig nated role;

b) docu men ted procedures to guide their ac tions (see B....4...1). including th ose for the activation .
oper at ion, coordinat ion and communic ation of th e response.

8 .4.3 Warn ing and communication

8 .4.3. 1 The orga nizatio n shall documen t a nd mai ntai n proced ures for:

a) communicat ing internally and exte rnally to relevant interested pa r t ies. includ ing what , whe n. w ith
whom a nd how to com municate ;

NOTE The organizationcan document and maintain procedures for how,and under what circumstances,
the organization communicates with employees and their emergency contacts.

b) receiving, docu menting and respondi ng to commu nications from inte rested pa rtie s, including any
na tio nal or regiona l r isk advisory sys tem or equiva lent;

c) ensuri ng th e ava ilabilit y of the mean s of communicat ion dur ing a disrupt ion;
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d) facilita tin g structured communication wit h emergency responders;

e) provid ing detail s of the organization's med ia response follow ing a n incident, including a
communica t ions strategy;

f) record ing the details of the disru ption, the actions taken and the decisions made.

8.4.3.2 Where applicable, the following shall also be considere d and impleme nted:

a) alerting interes ted par ties potent ially impac te d by a n act ual or impending disru pt ion;

b) ensuri ng app ropriate coord ination and communicat ion between mu ltip le respondi ng organizat ions.

The warni ng a nd commun icat ion proced ures sha ll be exercise d as pa r t of the organiza tion's exercise
pr ogramm e described in .6...5..

8.4.4 Busi ness continuity pl ans

8.4.4.1 The orga nization shall doc ument and maintain business continuity plans and proced ures.
The business continuity plans shall provide guidance and information to ass ist teams to respond to a
disruption and to assist the orga nizatio n with res ponse and recovery.

8 .4.4.2 Collectively. the business continu ity plans shall conta in:

a) de ta ils of the act ions th at the tea ms wi ll take in order to:

1) cont inue or recover prioritized act ivities withi n predetermined ti me fra mes;

2) monitor the impact of the disruption a nd the organizat ion's response to it;

b) reference to the pre-defined th reshold(s) a nd process for activati ng the response;

c) procedures to enable the delivery of products a nd services at agreed capacity ;

d) det ails to man age the immediate consequences of a d isr upt ion giving du e regard to:

1) th e welfare of ind ividua ls;

2) th e prevention of further loss or unava ilability of priorit ized act ivit ies;

3) th e impact on th e environ ment.

8 .4.4.3 Each plan shall include:

a) th e pur pose, scope and objectives;

b) th e roles and responsib ilities of the tea m th at w ill implement th e plan;

c) act ions to implement th e solut ions;

d) supporting infor mation needed to act ivate (includin g act ivat ion criteria ), operate. coord inate an d
communicate the team's act ions;

e) intern al and external interdependencies;

f) the resource re quire ments;

g) th e re porti ng re quire ments;

h) a process for stand ing dow n.

Each plan sha ll be usable and available at the ti me an d place at which it is re quire d.
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8.4.5 Recovery

The orga niza t ion shall have documented pro cesses to restore a nd r eturn business act ivit ies from the
temporary measures adopted during and after a disrupt ion.

8.5 Exercise programme

The orga nization shall implement and maintain a programme of exercisi ng a nd testing to validate over
t ime th e effect iveness of it s business cont inuity s trateg ies and solutio ns.

The organizat ion shall conduct exercises and tests that:

a) are consistent w it h its bus iness cont inuity obje ct ives;

b) are based on appropriate scenarios that are well plan ned with clea rly defined aims and object ives;

c) develop tea mwork. competence, confidence and knowledge for those who have roles to perform in
relation to d is ru pt ions;

d) ta ken together over t ime, va lidate its business conti nuity strateg ies a nd so lut ions;

e) produ ce forma lized post-exerc ise reports that contain outco mes, recomm endat ions and act ions to
implement improvements;

f) are rev iewed wit hin the context of promoting cont inua l improvement;

g) are performed at planned inte rvals and when there are significant changes within the orga nizat ion
or th e context in which it operates.

The organi zation shall act on the resu lts of it s exe rcis ing a nd tes t ing to implemen t changes a nd
improvemen ts.

8.6 Evaluation of busines s continuity documentation and capabilities

The organ ization shall:

a) evaluate the su itability, adequacy and effect iveness of its business impact analys is, ri sk assessment ,
strateg ies, solut ions , plan s a nd procedu res;

b) und er ta ke evaluations th rough reviews, an alys is, exerc ises, tes ts, post-incident repor ts a nd
per forman ce eva luations;

c) conduct evaluat ions of the business conti nuity capabilities of re leva nt pa rtners and suppliers;

d) evaluate compliance with applicable lega l an d regu lator y requi rements, industry bes t practices,
and conformity w ith its ow n business conti nuity policy a nd objec tives;

e) updat e documentat ion an d procedures in a t imely man ner.

These evaluat ions shall be conducted at planned intervals, a fter an incident or act ivat ion, and when
significant cha nges occur.

9 Performance evaluation

9.1 Monitoring. measurement. analysis and evaluat ion

The organ izat ion shall determ ine:

a) what needs to be monitored and meas ured;
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b) the methods for monito ring, measurement, ana lysis and evaluat ion, as applicable. to ensure va lid
resu lts;

c) when a nd by whom the mon itor ing a nd measu r ing shall be performed;

d) when and by whom the results from monito ring and measurement shall be analysed and evaluated.

The organization shall re ta in appropriate documente d informat ion as evide nce of the resu lts.

The organ izat ion shall evalua te the BCMS performance and the effect iveness of the BCMS.

9.2 Internal aud it

9 .2 .1 Genera l

The organ izat ion sha ll conduct int erna l audits at pla nned inte rval s to provide informat ion on whether
the BCMS,

a) confor ms to :

1) th e organ izat ion's own requirements for its BCMS;

2) th e re quirements of this docum ent;

b) is effect ively implemented a nd mai nta ined.

9 .2.2 Audit programme(s)

The orga nizatio n shall:

a) plan , establi sh, implement and maint ain an aud it program me(s) including the frequ ency, method s,
responsibilit ies, plan n ing re qu ire ments a nd reporting, which shall take into considerati on the
impor tan ce of the processes concerned a nd the resu lts of previous aud its;

b) de fine th e audit criter ia and scope for each audit;

c) se lect auditors and conduct aud its to ens ure objectivit y and the impart iali ty of the audit process;

d) ensure th at t he resul ts of the audits a re repor ted to re levant man agers;

e) retain documented informat ion as ev ide nce of the implementation of the aud it pr ogramme(s) a nd
the audit resu lts;

f) ens ure th at an y necessary corrective actions are taken wi thout undue delay to elim inate detect ed
nonconformities a nd their causes;

g) ens ure that follow-up audit act ions include the ver ificat ion of the actions taken and the re por t ing of
ver ificat ion results .

9.3 Management review

9 .3,1 Gene ra l

Top manage ment sha ll review the organ izat ion's BCMS, at planned interv als, to ensure its con ti nuing
su itability, adequacy and effect iveness.

9 .3.2 Management review input

The man agement review sha ll include cons idera t ion of:

a) th e s tatus of act ions fro m previous management reviews;

18 © ISO 2019 - All rights reserved



BS EN ISO 22301 :20 19
ISO 22 301:2019[E)

b) changes in external and internal iss ues th at are relevan t to the BCMS;

c) info rma tion on the BCMS perfo rm ance, including t rends in:

1) non con form ities and cor rective act ions;

2) monitor ing and measurement eva lua tio n results;

3) aud it results;

d) feedback from interested part ies;

e) th e need for changes to th e BCM S, including the policy a nd object ives;

f) pro cedu res and resour ces th at cou ld be used in th e organizat ion to improve the BCMS' pe rformance
and effective ness;

g) informat ion from the bus iness impact a nalys is and risk assess men t;

h) ou t put from the evaluation of business cont inu ity documentation and capabilit ies (see B...6.);

i) r isks or issues not adequa tely addressed in any previous risk assessment;

j) lesson s learn ed a nd act ions ar isi ng from nea r-misses and d isrupt ions;

k) oppor tun it ies for continua l improvement.

9 .3.3 Manag ement review outputs

9 .3 .3 .1 The outputs of the managem en t review shall include decision s related to conti nual improvemen t
opportunities and any need for changes to the BCMS to improve its effic iency and effectiveness, includ ing
the followi ng:

a) variations to the scope of the BCMS;

b) updat e of the business impact a nalys is, ris k assessment, business continuity stra teg ies a nd
solut ions, and business conti nuity plans;

c) mod ificat ion of procedures and cont ro ls to respond to internal o r exte rna l iss ues that may impact
the BeM S:

d) how the effect iveness of cont rols wi ll be measu red .

9 .3 .3 .2 The organization shall retain doc umented information as evidence ofthe res ults ofmanagement
reviews. It shall:

a) communicate the results of the ma nagement review to relevant in te rested pa r ties;

b) ta ke appropriate action re lating to those resu lts.

10 Improvement

10.1 Nonconformity and corrective action

10 .1.1 The organ izati on shall determine op port unit ies for improvement and implemen t necessary
actions to achieve the intended outcomes of its BCMS.
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10.1.2 When a nonconformi ty occurs, the organization shall :

a) react to the noncon formity, and, as applicable:

1) take action to control and correct it;

2) dea l with the consequences;

b) evaluate the need for actio n to eliminate the cause (s) of the nonconform ity, in order that it does not
recur or occur elsewhere, by:

1) reviewi ng the nonconformity;

2) determining the causes of the nonconformity;

3) de termining if si milar nonconformities exist. or ca n poten t ial ly occ ur;

c) implemen t any ac t ion needed;

d) review the effective ness of any corrective act ion ta ken;

e) make cha nges to the HeMS, if necessary.

Corrective act ions shall be ap prop riate to th e effects of the nonconformit ies encountered.

10 .1.3 The orga nizatio n shall retain documented information as evidence of:

a) the nature of the nonconforml tle s and a ny subsequent act ions ta ken;

b) the res ults of any correc tive acti on.

10.2 Continual improvement

The organization sha ll continually improve the suitability, adequacy a nd effect iveness of the BC MS,
based on qualitative and quant itative measu res.

The organi zat ion shall consider the res ults ofa nalysis an d evaluat ion,an d the output s from management
review. to determ ine if there are needs or opp or tunit ies, rela ti ng to the bus iness, or to the BCMS. that
sha ll be addressed as part of conti nua l improve ment.

NOTE The organization can use th e pr ocesses of the BCMS, such as leadersh ip, planning and pe rforman ce
evaluation , to achieve improvement.
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